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eSS Structural vs. functional testing

Specification * Analysis
Functional lspeciﬁed properties funCt.i(.)naIteStS .a.Ctivate
specifiedbehaviour
Oracle |
_ ~ test results Implementation
verdlctl :
Specification ~  Analysis
Structural lspeciﬁed properties structuraltests activate
Implementedehaviour
Oracle |
_ test results Implementation
) ver_dlctl
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eSS Unit structural testing is useful

Functional test cases may not cover all the code
A The engineer may overlook certain functionalities

A Certain parts of code can depend on implementation choices and
cannot be properly covered by the specification

Evaluation of structural coverage

Adding test cases to complete structural coverage

. éathéwler.



eSS Unit structural testing can be mandatory

Development, evaluation and certification standards

Common Criteria for IT Security Evaluation
DO-178B (avionics)
ECCS-E-ST-40C (space)
IEC/EN 61508 (Electronic Safety-related Systems) & derived standards:
ISO 26262 (automotive)
IEC/EN 50128 (rail)
IEC/EN 60601 (medical)
EC/EN 61513 (nuclear)
IEC/EN 60880 (nuclear safety-critical)
IEC/EN 61511 (process e.g. petrochemical, pharmaceutical)
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eSS CFG and code coverage by example

C code control-flow graph (CFG) statement coverage
x<0
if(x < 0) X=X+1
X=Xx+1; x!1=1
if(x 1= 1) = D%y
X = 2*X;
branch coverage Infeasible path all-path coverage
O X <0 @)
| X=x+1 |
O O
X ==
O O



eSS Path predicate (path condition) by example

C code control-flow graph (CFG) path predicate
Xx<0? 4
if(x < 0) _
X=X+ 1; ) Xx=x+1 N
if(x 1= 1) x1=1X
X = 2*X; ; X = 2*X
X0 A(Xg+ 1)
D +
i Infeasible path
O e
i i unsatisfiable path
O predicate
_ X>=0NAx,=1 Xg<ON(Xg+1)=1



eSS Autdrotmastrectirastdsrinac tVvurral t es

Achieving desired test coverage manually is costly

Must be done again after any code modification

Infeasibility of a test objective can be difficult to show manually
Automated structural testing tools can be used

A to reach the uncovered objectives,

A to determine that some of them are unreachable,
A with alow cost overhead
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eSS PathCrawler tool

Concolic /DSE testing tool for C developed at CEA LIST
Input: a complete compilable source code

Automatically creates test cases to cover program paths

o T o P>

Uses code Instrumentation, concrete and symbolic execution,
constraint solving

A Exact semantics: d o n i&lty on concrete values to approximate
the path predicate

A Similar to PEX, DART/CUTE, KLEE, SAGE etc.
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(Z0 pathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x =-5 X, < 0 +2 >x, 11 +4 >

X1 =Xg+ 1 X, = 2X;

If(x < 0)
X=X+1;
If(x 1= 1)
X = 2*X;
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(Z0 pathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x=-5 x, < 0 2 Ly i1—2 s Xg<OA(Xg+ 1) 1 1
X1 =Xg+ 1 X, = 2X;
If(x < 0)
X=X+1;
If(x 1= 1)
X = 2*%X;
Eath(@wler
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eS®

PathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x =-5 X, < 0 +2 > x, |1 +4 > Xo<OAXXo+ 1)
X1 =Xg+ 1 X, = 2X;
4 > Xg<OA (X + 1) =1
if(x < 0)
X=X+1;
if(x 1= 1)
X = 2*X;
Eath(@wler
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eS®

PathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x=-5 x, < 0 2 Ly i1—2 s Xg<OA(Xg+ 1) 1 1
X1 =Xg+ 1 : X, = 2X;
e A s Xo<O0A(Xy+ 1) =1 infeas.
-2 > X, O 0
If(x < 0)
X=X+1;
If(x 1= 1)
X = 2%X;
Eath(@wler
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(Z0 pathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x=-5 x, < 0 2 Ly i1—2 s Xg<OA(Xg+ 1) 1 1
X1 =Xg+ 1 : X, = 2X;
1
PR S X< O0A(X,+ 1) =1 infeas.
test2: x =25 2 > x, | 1 i > X, O MO, 1
X1 = 2X,
If(x < 0)
X=X+1;
If(x 1= 1)
X = 2%X;
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(CZ0  pathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x=-5 x, < 0 2 Ly i1—2 s Xg<OA(Xg+ 1) 1 1
X1 =Xg+ 1 : X, = 2X;
|
e A s Xo<O0A(Xy+ 1) =1 infeas.
test2: x =25 2 > x, | 1 4 > X, 0 X0/ 1
X1 = 2X,
-4 R < _
> X, O X,=/1
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(CZ0  pathCrawler explores the tree of feasible paths

depth-first search with non-deterministic choice of suffix

testl: x=-5 x, < 0 2 Ly i1—2 s Xg<OA(Xg+ 1) 1 1
X1 =Xg+ 1 : X, = 2X;
|
e A s Xo<O0A(Xy+ 1) =1 infeas.
test2: x =25 2 > x, | 1 4 > X, 0 X0/ 1
X1 = 2X,
test3: x =1 = > X, O X, =/1
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&0 pathcrawler-online.com

Freely available test-case generation web service
A Instead of open-source or demonstration version
A No porting, no installation, universal user interface
A Well adapted to
Teaching

Use by project partners
Evaluation, understanding of Precondition and Oracle

A Limited version (contact us for unlimited access)

During the tutorial
A Browser: no cache recommended
A Do not start several test generation sessions in parallel

. éathéwler.



CZ20  Example 1. Robust implementation of Tritype

Simple program Tritype
A inputs: three floating-point numbersi,j , k

A returns the type of the triangle with sides i , j , k:
3 (not a triangle), 2 (equilateral), 1 (isosceles), O (other)

Robust : validity of inputs is tested ( A naottr i ang !l e
Y Any test case can be interesting and useful

ARnTest with predefi ned malineacom O
Observe the number of test cases. Check the results.

. éathéwler.
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eSS PathCrawlerr outputs

A A suite of test cases including
Input values (check these for Example 1)
Concrete outputs (check these for Example 1)
Symbolic outputs (better illustrated by Example 5)
Path predicate (better illustrated by Example 5)
Test driver
Oracle verdict (better illustrated by Example 10)

A Explored program paths with
their status (covered, infeasible, assume violated ¢é )
path predicate (only for covered paths in online version)

. éath(éwler.
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(&2 Example 2. Non robust implementation of Tritype

No validity check lines 10-13, non n at r i a ragswero
Y Are the test cases still interesting?

ANnTest with predefined malineacom O
Observe the number of test cases. Check the results.

Where is the problem?
Do we really want such input values in this case?

. éathéwler.
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(& Exercise 3. Customize test parameters for Tritype

How to generate appropriate test cases only ?
Y define a precondition!

Exercise. Start from Example 2. nCu:

- Restrict the domains of inputs i, j, k to non negative values:
[0..1.7976931348623157e+308 |
- Add 3 unquantified preconditions:
i+j>kK
j+k>i
|+ k> |
- Confirm parameters and check the results.

. éathéwler.
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eSS Example 4. C Precondition for Tritype

Another way to define a precondition
Y in aC function

Tritype_precond returns 1 iff the precondition is verified

ACustomi ze test par ameonlme.m oOr
to check that Pathcrawler has activated the C precondition.

Confirm & observe the number of test cases & results.
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eSS Test parameters

A Define admissible inputs (precondition)
Domains of input variables

Relations between variablesé

A Wrong test parameters may
Indicate inexistent bugs (the bug is in the input)

Provoke runtime errors
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